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Welcome to our Autumn 2 PSHE and Safeguarding Bulletin.

In this edition we will be discussing and giving information around online safety with updates on
current themes and also ways of creating a safe online environment for your child/children.

This is an ever-changing subject so | hope some of the information will be of use to you.

An Ever-Changing Online World

In this ever- changing online world it can become daunting when trying to navigate and stay
safe. We have lived in this technology 'bubble' for many years but how do we keep up with the
latest ideas and technologies?

eFor me the biggest element of this is Be curious - go towards new technologies and look at
what our children have access to. | know the easiest thing to do sometimes if hide away and
stick with what we know but in order to keep our children safe we need to keep up with them - |
know this will be difficult as they seem to know so much more!

*Knowledge is power - have open conversations and talk about technology and the online
world - who is your child's latest influencer or YouTuber? What is tis individual using this
platform for? Is it the message we want our children to be hearing?

*The power of Al - the more we search the more we unlock and the more the technology
knows about us. Amazing opportunities but guidance needed.



The 4 'C's of Online Safety
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Social Media

oShift in platforms being used

*As adults, do we know the platforms our children are using?



*Do we use the same platforms? If not, why not? How do we know what our children are
accessing or how the platform keeps them safe?

Main social media account

24%  Instagram 1%

19% facebook 83%

1% YouTube 5%
5% &%
7% Others/DK Y 000000OCGOCOCO

65+ internet
ocial media account

The Digital Playground




The 'playgound' which children find themselves in now a days maybe very different from the
playground we found ourselves in at the same age. With increases in use of technology, the
ease of access to devices and the internet as well was advancements in the types of technology
we are seeing (e.g. VR) the playing field has changed.

If we think back to the actual playgrounds we often frequented as children we knew the dangers
of certain pieces of equipment and how to stay safe. We now need to be able to recognise these
dangers in the online playground our children find themselves in and make sure they know how
to stay safe.

e Benefit Vs Risk - do they outweigh one another?

e Adifferent playground - we knew where the dangers were — where are the dangers
now?

e Does this mean the digital playground is a bad place?



Stranger Danger - How has this changed?

2 - Some content of the video might be upsetting for some watchers - please be mindful


https://youtu.be/i4GKXsAOYZE

Artificial Intelligence

Al isn't anything new but we are seeing an increased use of this in many aspects of day to day
life. From the devices we use like mobile phones to programmes that will write script for us,
this is an aspect of the online world that continues to grow and change at a fast pace.

In order to gain more information, please follow the link below - on this webpage is a useful

parent/carer guide to using Al with your family - please take a look and see what opportunities
Al has to offer but also how to stay safe whilst using it.

For more information click here

Synthetic Media - 'Deep Fakes'


https://www.internetmatters.org/resources/parent-guide-to-artificial-intelligence-ai-tools/#guide-to-artificial-intelligence

A

3 -This is an Al generated image - it is very difficult to recognise that this dog does not exist

Synthetic media is a relatively new concept, referring to forms of media generated with the help
of artificial intelligence (Al). Known for being incredibly realistic, synthetic media can include
various types of content, such as images, videos, audio, and text.

The technology used to generate synthetic media is often trained on existing, real content found
online. This means synthetic media can appear realistic and may be difficult to distinguish from
genuine media. Techniques used to create synthetic media include deep learning algorithms,
such as Generative Adversarial Networks (GANs), which are particularly effective at producing
realistic content (Understanding Synthetic Media & Deepfakes | SWGfL)

This poses a number of issues for children and adults in distinguishing what are real life images,
news and stories and what is fake. There has been an increase recently with children/teenagers
using Al to generate fake images of concerning content - please be vigilant.

Support and Advice for Parents and Carers on Synthetic Media and Deep Fakes



https://swgfl.org.uk/topics/synthetic-media-deepfake/
https://swgfl.org.uk/topics/synthetic-media-deepfake/support-and-advice-for-parents-and-carers/

Benefits of Using Synthetic Media Technology

@

Helps creativity and Increases efficiency Supports accessibility and
problem-solving inclusivity

Negatives of Using Synthetic Media Technology

May generate deceptive or Can be used to violate Affects people’s trust in
harmful content people’s privacy what they see online

Sextortion

What is Sextortion?

Financially motivated sexual extortion (often referred to in the media as ‘sextortion’) is a form
of blackmail that can force any individual into paying money to an offender who is threatening
to share nude or semi-nude images of them.

This can also include forcing them to provide further intimate content or agreeing to do
something against their will.



Typically perpetrated by organised crime groups operating outside of the UK, sextortion can
target any individual regardless of their age or gender.

How does it happen?

eTargeting young people through social online sites.

*Moving conversations towards an end-to-end encrypted platform e.g. WhatsApp, imessage.
eStarting sexual conversations or sharing an initial nude image.

eRequesting and pressuring the child for images or videos.

eBlackmailing them for money or further intimate content with the threat of sharing images
with family members or friends.

eClaiming they have hacked their accounts and have access to information, images and videos.

Age Ratings - What information is available to me?

TWO LEVELS OF INFORMATION AS A GUIDE : THE PEGI AGE LABELS

|16 18

www.pegi.info B www.pegi.info B} www.pegi.info
THE CONTENT DESCRIPTORS
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The PEGI (Pan European Game Information) system rates games and, instead of indicating the
level of ability required to physically play a game, it indicates the suitability of content for that
age group.

The following labels can be awarded to a game - 3, 7, 12, 16 and 18. As well as this a variety of
content descriptions such as violence, bad language and fear are used to further clarify why the
label was assigned.

Parent/carer judgement is still required, even if a game looks suitable from its PEGI rating. An
example of this is Gorilla Tag. This game is currently Number 1 on the Meta download chart and
has a PEGI 3 rating. Combined with its rating and the cartoon monkey characters this game
would look, at face value, appropriate for a younger audience - however this game includes the
ability to chat to people online and enter game environments set up by unknown individuals -
this leads to a potential safety issue with young children playing against strangers of an
unknown age and hearing conversations not appropriate to their age.

Gorilla Tag

W 46 (130K} + Action - Hangout
[ Add to wishlist & Share B Flag this app

L] PEGI3

Users Interact, In-Game Purchases

@ Privacy

This app may access your display name, username, profile
pictures, avatars, age group and a list of followers and

D llow w i :
people you follow who also own this a

In-app purchases available,
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What are they?
‘Age Ratings’

A game’s age rating can be used by adults to
make an informed choice as to whether or
not agameis suitable for their child. The PEGI
(Pan European Game Information) system
rates games and, instead of indicating the
level of ability required to physically play a
game, it indicates the suitability of content for
that age group. 3,7,12,16 and 18 are the labels
that can be awarded to games and a variety
of content descriptors such as violence, bad
language and fear are used to further clarify.
why the label was assigned.
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Satety Tips

Do your research

Ifyou've noticed a new game that your child has downloaded then use
quality resources to make sure thatyourknowledge s up to date. Online.
websites, such as National Online Safety, can prowde youwith the

information you neet

Review parental controls

Reviewyour parental controls on the stores where you buy games from.
Mostsitss allow parentsto setpasswordstoblockgameswith certain
age restrictions from being download %

Encourage open dialogue
Encourage open dialogue with your child. You don't want to be in pos
where they won'ttalk to: youi if something has made them feel

Unconarblang game because they are worried they will getin
troubie for playing the game n the frst place,

Discuss ratings

Talkto your child aboutwhy the game has been awarded a certain label.
Debadte the positives and negadtives of pklyln?‘a gameand decide on
some ground rules together.

h the information they need to hold an informed conversation about online
safety.com forfurther guides, ghints and tips for adults.

What you need to know about...

Spot the Signs

Being vague

Be aware of children being vague around the
contentof what they wantto play. If they are
unwilling to supply you with information about what
the game s about, this can be an indicator that you
wouldn't allow them to purchase tif you knew.

Unofficial sites

Thereara plenty ofindie games that can be bought
using online stores that don‘t necessarily have age
restrictions. If you notice your child using sites such
as GOG oritchio rather than official channels such
asthe Google Play Store, they might be accessing
games thataren‘tofficiaily ratad Bt stillaren‘tage
propriaf

Unfamiliar terminology

Your child might start using phrases or terminology
thatis new to them or mimicking actions that they
have leamtfrom a game withoutredlising their
inappropriateness.

Wanting to be secluded

Be aware if suddenly your child wants the move the
device that they play their gumesonintod more
secluded area of the house away from adults. itis a
good ideaforyour child to play online gamesin
shared areawhere you can see the screen.

Be aware of spending

Setting up accounts with online stores require bank
count details. Keeping an eye on your ban
balance means that you will be able to tell if there
has been anew purchase and can provide you with
an opportunity to ask about whatnew game

hey've purchased.

Our Expert

Heather Cardwell

Heather Cardwellis a practising Online
Safety Lead and senior school leader who is
passionate about safeguarding onlineand
educating children around online risks. She
has over 10+yearsas a Computing Lead
and has successfully developed and
implemented awhole school approachto
online safely in schools, delivering online
safety training to both school staffand
parents and helping to rollouta bespoke
online safety policy across her local
network of education settings.

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 15.07.2020




Talking about

Online Safety with your child

*Non-judgemental

Ask your children to tell you about the sites they
like to visit and what they enjoy doing online.

Vhat games do you and your friends like to play online? Can you

show me the websites you visit the most? Shall we play your

favourite game online together?

Ask them about how they stay safe online.

What tips do they have for you, and where did they learn them?
What is OK and not OK to share?

Ask them if they know where to go for help.

Where can they go to find the safety advice, privacy settings and

how to report or block on the services they use?

Think about how you each use the internet.

What more could you do to use the internet together? Are there

activities that you could enjoy as a family?

*Non victim blaming

*Open

eSharing



elisten

Top reason children don’t share online concerns is the fear of having their device confiscated

Reporting Incidents



-
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AA 8 reportharmfulcontent.com ¢

If you or the person you are helping Is in
immediate danger please contact the police
dialling 999

ORT s
MFU% Cymragg ==

Helping everyone
to report harmful
content online

O Threats

8 Impersonation
@ Bullying and Harassment

/ Self-harm or Suicide Content

Report Harmful Content is provided by UK Safer Internet Centre and operated by SWGfL

e Any person above the age of 13 can report on the website

There are 8 categories of reporting

Report Harmful Content - Click Here

How is harmful content defined?

Harmful content is anything online which causes a person distress or harm. This encompasses a
huge amount of content and can be very subjective depending on the viewer.; what may be
harmful to one person might not be considered an issue by someone else.


https://reportharmfulcontent.com/report/

Parenting in a Digital Age - Benefits

eExperiences — you could never dream of

*The World at your fingertips — wealth of information
eHand-eye co-ordination

eImproved problem solving

*Boosts creativity

e|nteractive

*Moderation and monitoring



Christmas Devices

What Parents & Carers Need to Know about

SETTING UP NEW DEVICES
FOR CHILDREN

At Christmas, millions of lucky children will be excitedly ripping the wrapping off new phones, tablets, computers or
consoles. However, in the rush to let young ones enjoy their shiny gadgets, many parents neglect to set these devices

up safely —

increasing the chances of children going online and stumbling across adult content, making expensive

downloads or installing unsuitable apps. A little time configuring the device properly can save a lot of anguish later.
Here are our top tips to ensure that a dream gift on Christmas morning doesn't turn into a nightmare by New Year.

PASSCODES FOR IPHONE/IPAD

if your child's getting their own iPhone o
@ iPad, you can set parental controls that
make it difficult for them to access
inappropriate content or download
expensive apps. Once the device is
g set up, go to the Settings app and lup
¥ screen Time, then sa\acl u-e Screen
Time Passcode and e
passcode. Keep it to yournll
50 your child can't switch the
protection off.

once you've seta ‘ i , ;
Screen Time Passcods,
you can adjust various
- safety settings. You could, for
example, o, only allow communication
people from the Contacts app, place
restrictions on App Store purchases and
upﬂly age Ilmlti to movies, music and
here are many mor:
pr rotective ophons available within the
creen Time solllngs section.
I
o
Parents can manage Android Y
ghenal and tablets, as well as
oogln Chromebooks, through
Goog! Famlly Link app.
This gives your child some
independence (and their own
le account) but lets pulm(l
monitor which apps are being used,
set limits on content and ensure that
\ rulenlul permission is required to
nstall apps. Lok for Family Link in the

|

|
!
ADD A CHILD TO FAMILY LINK . PLAYSTATION PARENTAL CONTROLS
Tht ml- + With parental e&fnlnh hltm PS5, '!'W‘Il

z::sm 'l':ml

way to add a child’s device
ink is to set it up with u. own
Wl. m:c unt. It's a good idea

create this before they use thclv rww

hone, tablet or Chromebook. Once

hey're Ioggod in, open the rumﬂx

Link app on your phone, pri

the top right and ouu anew family

member usi ﬂ ir G ﬂ'

account details. Then follow the

on- n instructions.

y FAMILY SHARING ON A MAC

Families using a Mac get similar
n tim Phone and

to
!lnystnllun.acm ch search ‘family
account’ for instructions.

i\
e N

DISCUSS ITWITH YOUR CHILD

If you're planning to implement

any kind of restriction or protection

settings on your child's new device,

we'd recommend having a discussion

ain admin and add them as a i e With your young one first about what

This is handled through Appla these controls do, and what they are

vic c Briy. aliows you ta Y for.If you try to impose parental controls
accounts but share apps surraptitiously or with no advance warning,

don't be surprised if your child tries to find a
way around them.

| iPad users. Kbl It you:
up aMac for a child, make youmm

d purchases with them too. Search
“family sharing’ at http: I-upponnpph:om. k

Meet Our Expert

SET AN ADMIN ON PCS

Windows PCs and loptops,
ll't important not to let your
child share a general user
account o be. motn admin
on the device. If ;c te booting
up a i laml7 of a child's
e It uj

@
o

acc de
become the admin by di
sot up enllann with their o
account: S s > Aceounn > Famllyﬁ
mr unn A d Other T
I

SET WINDOWS LTS

Once yuur child’s account has
been created, a parent admin
can gn bﬂck into the Family &
Other Users menu and g

/ TREAT AN XBOX LIKE A PC

The same control settings you
use for a PC can be used to apply
pnrenlal controls on an Xi

in, once louv child is llgned into
m- xbox with thelr own account, you
can then monitor and regulate their
activity from a PC or web browser.
Microsoft's dashboard allows you to

INSTALL XBOX FAM".V SETTINGS

If you don't have a PC, but your child
does have an Xbox, it might be easier to
Use the Xbox Family Settings app for
iPhone or Android. Here, you can restrict
console screen time (particularly handy
if the consol bedroom), restrict
communication and monitor the types

of game being played. There's also
feature where you can allocate spend
money for games or in-game purchases.

STAYVIGILANT

1t's important to remember
that none of these methods
i5.100% foolproof. Nobody will
ever invent flawless filters or
arental controls ~ not least
ecause what's unacceptable to some parents
is perfactly acceptable to others. So although
devices’ parental controls will o keep your
child safe online, they work best
.L ith good old-fashioned parental wg.lunco

&

National

Online

Safety
#WakeUpWednesday

@nationalonlinesafety

Users ofthis guidedo so atthelr own discretion. No liability is entered into. Current as of thedate of release: 22.12.2021




When parents @hd carers finally have the chance to spend some gquality time with their ¢hild over Christriias, many face a
familiar struggle to prise their young one’s attention away from their phone, console, tablet or computer. Fun family bonding
over the festive period, however, doesn’t have to exclude devices. There are sackfuls of Christmas activities and ideas online @

which grown-ups and children can enjoy together. We've compiled our own ‘nice list’ of seasonal suggestions for how to .

MAKE THE MOST OF
THE - NLINE WORLD
THIS CHRISTMAS

A WORLD OUTSIDE YOUR @
WINDOW

Budding bakers will relish helping out /g -
:ch-g wi;r::gmc :nlfv' tive ! From turkey on the beach In Australia to
pps ek oy roller-skating to church In Venezuela,
cf ly m | Christmas is c ated in a varlety of
ways Bt e oo oungs!

e
hjl
oniine (the BBC Good F
n excelient place to start
n you and your littie elve: bl kel
. b, DowbredC et Trocker is o brillant {and
shortbread. The only thing that's point, with gai

fun Is eating your creations afterwardst :’..'1',"‘,.:’.1;".,. T e b
day!

THE OLD SONGS ARE . I |
THE BEST? i' THE NEAR AND THE
1l had that Chr| DEAR ON-ES

wi tm
Lommiationch that was, elmo:l 4 Between time constraints,
plrl'cl, If it wasn't in bly dll(nm:m the weather and Covid
lulnq on- of your b' - precautions (ora wmblnutlun of
ck s o - \ Sl four) for many famil
|ng, how.vcr, your ttio - AR T ust won't be possible to
can assist phyulcnl!y lpcnd time with -
itive pi I ( f all your Iy \ r& 'd Ideally like to ‘
luvnurlh 030! 0N no 1 Ihll hlll!maL Video calling
mori :Inlrvr for th Pretend technology, of course, takes some of
or wis or Wizzard. > ¢ the sting out of the disappointment by

& virtually transporting loved ones into
DECK THE HALLS

. yout living room.
There’s no such thing as ‘too man

KIDS FROM ONE TO 92
Christmas trimmings! Let your ch d

channel their excitement Into som =5 B " Soﬂm b"wsm your young ones a

o this year (or they alre dy
hud ono) it's a perfect excu:
some c‘unllly fitho whilo thoy
g ily trounce U at FIFA or Morlo

e ar
:- gulm Digltal versions of traditional
0|

nline

ideo walkthroughs on
for seasonal show, s

like paper plate nn

wreaths and

Christmas tr

gomes on an

Cluedo are available on most
latfarms, too; got tho wholo
ousehold t a moder

16 o someoId aco family fun.

—— !
A WINTER'S TALE @ CANTT WAIT TO SEE THOSE FACES

Ev.rzan' .n, 's a story at this time of year: after all, the whole People used to express thelr gratitude for a thoughtful Christmas
celebration ised on an engrossing yarn. Sites such as Audlbl gm vllm a thnnk jou card or a dutiful ne call. Not in the digital

are an excolient way. of entertaining extited young one: w | NoOW you tions can seo ﬂm- and on video calls how )
cla s like Dickens’ A Christmas Carol and seasonal d‘llgh‘.d the ehlldun are with their presents - and even how \hank
norlnl b Enid Blyton alongside more contemporary chﬂnmn 3 they look In that slightly questionable hand- Imlm:d pullovw ou <4

tales by the likes of Tom Fistchor, JK Rowling and Ban Miller,
\
BROUGHT ME SOME - GUESS WHAT | FORG %
CORN FOR POPPIN' = Frionds and family pitting thelr vits National
snuggling up against the winter weather with the olly o3 i .
famfly (SR Qaneroue helping f chocoiates) € :’."J.::‘::::::;z\ﬁa °°" R Online
ightful Christmas ol days? Yo Yo tions could be o g
tradition. The usual streaming services have some the big S Gfet
classic candidates on offer: Home Alone and torieg o oh e hristmas th Y
s Eifand The Orinch, and Netfix goas with The . SLY ; s
Princess Switch and The Christmas Chronicles. an #W .a k.e U p_W. ed nes da&
. . .

[
'

@wv.n.uncrionmonlmescfezy,com inesafe i ineSafet dnationalonlinesafety

Users of this guide do 3o at their own discretion. No liability Is entered Into. Current as of the date of release: 15.12.2021
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What parents & carers need to know about..

XBOX SERIES X|

The Xbox Series X and Series S are the next-generation video game consoles from
Microsoft. They offerimproved graphics, sounds and much quicker loading times.
Parents should note that the two versions available are quite different.

Sa(-‘elg Settmg up Your Xbox Series X/ S

Xbox Series X

Xbox Series X is a larger device, with a disc
drive, twice as much storage and higher
performance chips. It can play the new
Xbox games at the highest resolution and
with the best visuals. It enables you to run
games from disc or digitally.

Apply Family Settings

Both Xbox models offer important family controls that should
be set-up before your family starts using the system. Although
this can take a little time, it ensures that children have their
own accounts and sets limits on spending, interactions and
«age ratings. If done correctly, children cannot circumvent.
these controls that require the parent’s password to aiter.

(g
Managing Spending 5.,;

YoUEcsetlimiton spencing iathe amiy seitingeiiris
means thatany additional purchase requires you
passwordJAG e alterrave i ot loput credit et
detalils intoyour account and instead add credit asthey.
need it using the book-token-fike cards in-store or online.

Setting Limits on Play-Time

You can specify the time of day and howlong the console
can be used to play without needing a password. Talk to you
children and agree how fong is appropriate, then set this
together soit’s something they understand and accept.On
the Xbox Series X|S you can also limit time on a particular
game, whichisagood Vo toencourage children to play a
Wide range of experience

- O

Game Subscriptions 52 =

——— — e ——
Xbox SeriesS

Xbox Series S is a smaller, disc-less version of the console
which plays all the new games but with reduced visuals
or possibly frame-rates. Because it doesn't support discs
you can’t play old games from discs and must purchase
new games digitally. It also has smaller storage, offering
500GB which is about half that of the Xbox Series X.

Setting Age-Ratings

You can seta limit that stops any older rated
games being played without a password
belng entered. This is not only & good way to
ensure children are playing appropriate
content butis a good chancetotalk about
thegames they are playing:

Managing Online Interactions

Anotherimportantarea of the Family Settings is specifying
how and whoyour child can interact with online. Modern
consoles enable players to share text, voice, images and
videowith each other. You can setwhether they can do this,
and also apply a password before they can add new friends.

Creating Guest Account Password

Animportant step on the Xbox Series
X|s set-up s specifying a passcode for

/our own account and a password to
access the Guest account. This ensures
that all users need to access the system
with their own account and related
limits and settings.

Inaddition to buying individual games digitally or in-store, you can also subscribe to services that offer access to 100°s of games for @ monthly fee. Xbox Game Pass s often bundled with
the Xbox Gold subscription you need for playing online. Most of the bigger Xbox games are provided as part of the service, as well as a wide range of independent games that often offer.
educational and wellbeing based experiences.

Set-Up Parent Accounts Set-Up Child Accounts

Setting up child accounts are important to be able to limit play-time,
spending and apply age ratings automatically. Separate accounts
for each child user can be set-up. It's a good idea to specify a

the internet and \{vhﬂe the console updcnas, use the password for the guest account so children cannot access this also.
app to start sps ce YYou can also download the Xbox Family Settings app to help you
create a parent user account wnth an email address adjust these settings in the future without having to access the

you regularly check and password specified. console directly.

Setting up a parents account is important so you
can manage the console for your family. After
downloading the Xbox app to aid set-up, connect to

Meet our expert = 4
Freelance family technology Nat.lonal
expert forthe BEC. Andy runsthe . On| I ne e
e ) Safety

national media on the topic of. 77
s gumeT R Zil1 #WakeUpWednesday

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - [NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 11.11.2020
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What parents & carers need to know about ..

PLAYSTATION 5

The PlayStation 5 is the next-generation video game console from Sony. It offers improved
graphics, sound and much quicker loading times. It also has a new controller with motion- and
force-feedback features for a more immersive experience. Parents should note that there are
7_% two different versions available that support discs or digital downloads.

Sately setting up your Playstation 5

PlayStation 5 Blu-ray ® PlayStation 5 Digital

PlayStation 5 Blu-ray is the larger of the two consoles, PlayStation 5 Digital is slightly smaller as it doesn’t
although not by alot. It enables you to play games on disc or contain aBlu-ray drive. This means the console is
by digital download. Although all new games are available cheaper but can only run games you download via
digitally, the disc drive s still useful to watch movies from aninternet connection. Unlike the Xbox Series X
discs as well as play most existing PlayStation 4 games you and the cheaper Series S, the digital-only

own. It also enables you to purchase second-hand games on PlayStation 5 is just as powerful as its more

adisc, whichiis often much cheaper. expensive disc-and-download counterpart.

Family Settings e Downloading the PIagStation App <I;

ion 5 uses
PlayStation 4. This s a super-easy way to tweak the user
settings for your family without having to log on to the
console. It g of
P

Talk to your

then set this on their your

Youcan need to access the system with their own account und
related limits and settings.

Anotherimportant area of the Parental
Controls i specifying how and who your child (' N

y!
password. Another alternative is not to put credit card
ils into y i i y enable players to share text, voice, images
i online.A and video with each other. You can set
of whetherthey can do :ms,und alsoapplya

j“,';

You can set a limit that stops any

older-rated games being played
without a password being entered.
Thia snotonly a good way toensure
children are pluylng appropria
content but is a good chance to !alk

hundveds of gumes fora monlhly fee. Playstation Plusis

p
semf ‘games you can immediately download for the new
system. PlayStation Now enables you to stream (and

about the games they are playing. downloud) awider set of games.

Ty pes of A Accounts

\
Set up Parent Accounts g Set up Child Accounts

Setting up a parents’ account is important so Setting up child accounts are important U O
you can manage the console for your family. y to be able to limit play time, spending

After plugging your console in, connect to the and apply age ratings automatically.

internet and wait for updates to finish. Once Separate accounts for each child user

updated, create a parent user account with can be set up. It's a good idea to specify
an email address you regularly check and a password for the guest account so
password specified. children cannot access this also.

Meet our expert : National
- | Online
the BBC. He runs the Family Gamer TV \ 3 S qfety®
range of i { #WakeUpWednesday

video games and family.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - [NationalOnlineSafety  Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 25.11.2020




parart; caters st aculs it theinformsaion they nesd o e an ndored conreaticn shou onfie sfuty Vs thle cHikdreyshoud thy
el 5 mesded. T guide fouuses on one phmm of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

The Switch is a hybrid console released by popular video game company Nintendo in 2017. It's
classed as a hybrid because it’s designed to be played both at home on a television, like traditional
consoles (thmk a PlayStation or an Xbox) or out and about like a portable console, such as a

t uses two “‘Joy-Con’ c on either side of the console’s
screen, which can be used by one or (wo players. The Switch can be played on the internet with the
purchase of Nintendo Switch Online, in the living room together or on the go during long journeys,

but bear in mind it needs to be charged just like anything else!

o |  / NINTENDO ®

=‘/~'SWITCH

NINTENDO eSHOP

The Nintendo eShop s where games can be
oo the device. If you chooseto enter your bank -

ONLINE DANGERS

While online, your children will be able to play
with and chat to people on compatible games,

whl:hwnlmlybegmd-nmudhnm could \}
entially expose them to vulgar language,

pot

indecentimages or worse. There are

lmit this though, which -hr:kmn-d bdwn
a

m m; A child
pluy'd mwhlll 's not e: !umlillo al ‘might a game or item from the
Nintendo Mﬂh Online, itis certainly soml'(hlng lhnp"ﬂl-ldlhllllllldtlmm
to consider. ’ ‘which could leave you with a nasty surprise.

PORTABLE GAMING
Seogale otk the Sty 3 e b whers

@
NINTENDO'S VIDEO GAME SELECTION ]

Nintendo asa company offers some of the most entertaining

and saf f.vueogmum market. Games featuring 'E)

characters ke Super Mario,Donkey Kong and Yoshiare atways
3 safe betfora chid-rencly
gimlluml Y

before you buy it (especially if
rym )hn:";n{hnlm.ny-h,mfﬁu
o'ﬁdnlmvhlnhg mames ke these will be great for

your children, giving you peace of mind while they enjoy them. 2

\'} TOP TiPs for ])aren[s Cih

What's more is that almost
Battery life on the Switch varies depending on whatit's being
used for but typically it il last around 3 or 4 hours before
Wﬁzubhmmmmwwdmw
return it to the dock, which requires a normal plug socket.

National

Online

Safety’
#WakeUpWednesday

o 7

PARENTAL CONTROLS

Nintendoreleasedafree

downloadable app that an be
in tandem witl

Savich caled Nintando Switch

Parental Controls. Once you've

gotthe app on your mobile

device, itsasimple proces )

pair your two device:

Jou 3sute of options to help

make sure your child is having

ONLINE RESTRICTIONS

Another major inclusion in the app s the
to block your child from seein,
anytl do with age restricted game:
There's also an extremely helpfulfeature
that restricts access to games that have free
communication features between strangers
on the internet. This includes things I|k
private messages and unsol
Ehould you be concemed that strangess
ight be using the games to talk to your

PLAY WITH YOUR CHILD

One of the wonderful things
about the Switch is that there

are an abundance of great
enjoy together, and even with

the whole family. Nintendo
By S wm]
friendly games like Mario Kart

has along history of making
and Mario Party, both of which can

fun in a safe and structured child, a simple press of a button will disallow
environment curated by you. any access they might have.

two or more players
using the Joy-Con controllers.

NINTENDO ESHOP SETTINGS

Inthe Nintendo eShop you can setup a password to help stop your child or somebody lsefrom accessing any sensitve information,
such as bank account details. The options here include entering a password to access the eshop saved credit
card information access s attempted, or when PayPal i accessed. Choosing which areas are Pirmiond protaciad el care yore
iding what level of access is given on the device, For example, if you're happy to have your child browse the shop for games they
igiht want, you can allow access £ the 6Shop butintroduca the password beforea purchase s made ensuring no mishaps Gccur:

L

LIMITING PLAY TIME
By linking the app with the Nintendo
Switch, you can set time limits and
reminders when you think enough

SET PLAY TIMES

Another handy feature is the
ability to set different playtimes
for days of the week, allowing

SEE PLAY HISTORY

The Nintendo Switch Parental
Controls app can also send a report
telling you how much time your
you to tailor play time around child spends playing each game.
ifa game is stil | d your child’s schedules. Thisis a great way to spot their

ives you the option to great for setting favourite or most played games and
automati allypunhe(onsol i boundaries and encouraging might be a nice way for you to find
sleep mode ifthe message is ignored. gaming as part of a healthy outmore abouta title before talking
This should only be used as a last resort
though as it could cause some friction

ugl help identi
between you!

avound playtima before they arise.

Meet our exper{,

Mark Foster years as a writer, editor

y

, UNILAI

froma

games and tech to make them safe and fu

https://wwwnintendo.com/switch/system, hitps://www.nintendo.co.uk/Support/Parents/Safety/Keeping-your-child-safe/How-does-Nintendo-keep-your-child-safe~888083.html,
htps://wwwyoutube.com/watch?v=PLAWHOW9zqc, https://www.nintendo.co.uk/Nintendo-Switch/Nintendo-Switch-Online/Nintendo-Switch-Online-1183143.html

www.nationalonlinesafety.com  Twitter- @natonlinesafety ~ Facebook-/NationalOnlineSafety
Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 31.07.2019




AtNatlenal Online Satety, we belleve In smpowering parents, carers and trusted aduits with the Informa o hold an Informed conversation about online safety with
o 1 3 Insties which we belleve trusted adults she 1ncse Wislt www notionaloniinesatety com fof further guides hints and tips

Virtual reality (VR for Ihoﬂ) hm existed for docades, but it's o onlyl inthe} lun 0 years that the
become publicly available: With Vi Id rise as a gaming and
educational medium, there are plenty of unlmownc regarding its Use = for aduits and children
like. Is it safe? How long should someol jow expensive is it? What's clear is that
VR is becoming ever more ubiquitous in ovcfyduy life: from companies using it for training to . .
ul-homa mnu Knowing what the !ochnology capable of fs mor

PREMATURE N/
EXPOSURE / ‘o B irniaratva o e

I normal gaming and makes players
While VR has already found its ey : foel very present in the momael
into schools worldwide - allow : Y . There are additional online safaty
teachers to take their class on dlgltul I fears, theretore, relating to trolling and
s - most manufacturers abusive commes p J engage
advise an age restriction of 13. This With each other in socil VR spaces:
safeguard Is based on the idea that Personal information shouldn't be giyen
children's brains, eyes and bodies are P out and privacy and safety controls (who
Still developing. With the technology can see your real name, for example) need
atill In ts infarncy, not enough research / to possibl
n conducted as to how P e,
2

affects children in the longer lurm MOTION S,CKNESS

Chlldrcn vlhD are pron. to travel
s mi r what's known
©One of the main worries about VR is that >, hl: Is nausea
nuntlully huvlng TV screens so close to P . by the ey g imoges which
harm them with ¢ i person is moving,
d u L inside each 3 while the rest of the body knows it is

e boen spocically designed stationary. Most apps have features to
discomfort, while som
'"""'Y h"" e they. "'°1‘L'f Johe e - anos llmply o't featurs laoomotion
Ever QL VR bessions should be. make for @ more comfortable
fimitod 3to aduits only. oxporionce

e — -

When used co!rbctl , VR Isn’t dangerous ) Among the growing range of VR games
as there are safety features built fh. ! \ and apps, not all of them are appropriate
mon concern Is that a / for young players. Violent content can be
worl ] far more visceral and disturbing in VR, so

ting It's Im) ormm to consider the a

maturlt aur child before giving them

access pe of gameplay. As the

digital bumev naml n be set P majority 01 vn com.nl is digital, online
:g:’ﬂ%f&r;“’u"’"‘ﬂc‘g&’“ “;“mg”' A store access Is easy ~ so careful curation

trips over and hurts themselves. Is advised.

START OFF SLOWLY = NO SURPRISES = l KEEP AWATCHING BRIEF ~ %
Just like regular video games, if It's oasy to get lost in the moment in VR - and it may seom that a VR player is in their own

g ‘} Advice For Parents & Carers

your child wants to try VR the hon possibly forgat whare you might b uﬂndlng inthe  world, but all VR headsets nllnw axmnnl vilwmg
way to uduco rllkl s moderatio: real world. A minimum 2m x lay area is via a linked monitor or mobile This is th,
Keop thei ons o short stints recommended, with no plant po s or othar delicate g best way to ensure whatever a el plny ing T
and for young GaUIts new to the objects within mm:h of flailing arms. Take pets into ~appropriate. More VR supervision tools are on the
1ochnologr build up their usage time account, to t let the cat or dog walk into the way, such as securing l oc|
radually to let them get acquainted with room, for Ixom lt because a VR player won‘t see unlock patterns or llnd q n apj
. If the) f-el any discomfort, remove the them and coul conamlyl A child is far more notification to the parent | lh-(r chlld wums to
headsel and try again at a Iater point. Ilk-:]y to got over-ont thusiastic in VR, po'tlng arisk purchase a gam
to themsalves

ANTI-NAUSEA OPTIONS RESEARCH CONTENT

1t's wise to get used to! vu while cnmlov(ublﬁ soated and progross So ﬂundmg ‘ There will be information online about most games and ap PP

or ‘room-scale’ VR (wh walk around an aret ox| Flamlng what type of experience they provide. They'll list age
Look at the in-app o tions Hirst: switc betwoon seated and mmdlnq ating how violent the gameplay might be; cumlon
adjusts the player's height, while a vignotte or ‘tunnel’ darkens the %0 you'll Know tha intonsity of the 0 experience; and how much
peripheral vision to reduce nausea. Teleportation Mode and Snap Turning access the game requires to personal information or Toatures like
are also important options for enhancing comfort. the built-in microphone.

Meet Our Expert \ National
()‘n t;mrm 0t XR (extended reality) ond o n I ine
: Safety’
#WakeUpWednesday

@ www.nationalonlinesafety.com , @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety
Users of this guide do so at their own discretion. No llabliity is entered Into. Current as of the date of releas: 06.2022

I




NSPCC Online Safety Workshop for Parents and Carers

Useful Links and Resources



https://youtu.be/MY5NDhvVkG4

eResources for Parents | SWGfL — also a monthly newsletter

eParents and Carers - UK Safer Internet Centre

eTeaching Your Child about Internet & Online Safety | NSPCC — includes downloads for family

agreements and tips

e\What is social media? | NSPCC —includes age ratings for Social Media platforms

*Online and mobile safety | Childline — rang of helpful guidese

Keep Children Safe Online: Information, Advice, Support - Internet Matters — setting up devices

safely and more

eParents and carers | CEOP Education — information and reporting

eDigital Parenting - Vodafone UK News Centre — media library

Q
=]

Contact Us

We hope that you have found the information in this terms PSHE and Safeguarding Bulletin
useful.

Should you have any questions or want to discuss the subject of online safety further please do
not hesitate to contact us.

kate.buck@fhhschools.com - PSHE Lead

dan.turner@fhhschools.com - Designated Safeguarding Lead



https://swgfl.org.uk/audience/parents/
https://swgfl.org.uk/audience/parents/
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://www.nspcc.org.uk/keeping-children-safe/online-safety/talking-child-online-safety/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/social-media/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/
https://www.internetmatters.org/
https://www.ceopeducation.co.uk/parents/
https://www.vodafone.co.uk/newscentre/smart-living/digital-parenting/
mailto:kate.buck@fhhschools.com
mailto:dan.turner@fhhschools.com

Visit us on the web at https://www.fhhschool.co.uk/



https://www.fhhschool.co.uk/
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